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GETTING STARTED: BlackBerry Enterprise (BES)

Welcome to MailStreet®! This PDF contains instruction for connecting your BlackBerry handheld
device to your MailStreet Exchange mailbox using the BlackBerry Enterprise Server (BES) which
synchronizes all of your Outlook folders between Exchange and your BES device.

MailStreet Client
Support Services

Contact Technical
Support

Toll-free technical support is
available to all hosted

Exchange 2007 administrators:

866.461.0851 (US/Canada)

International callers, please
dial:
281.733.2644

Send email to:
ClientSupport@MailStreet.com

Billing Contact

Call 866.461.0851 between
9 AM and 5 PM (Eastern Time)

Send email to:
msbilling@MailStreet.com

How to Setup BlackBerry (BES)

Follow this guide to quickly setup your Windows Mobile Six (WM6), Apple iPhone
3.0, or other ActiveSync enabled device to your MailStreet Exchange mailbox.

IMPORTANT: You MUST have the BES data plan (not BIS) activated on your
account with your wireless provider in order to connect your BlackBerry device to
Exchange with full synchronization. Additionally, email must be flowing to your
mailbox in order to activate the device using the Enterprise Activation procedures
outlined in this guide.

End User Guide

End Users have limited access to the Hosting Control Panel. The following guide
provides detailed instruction for End User access and features.

e Hosted CP End User Guide.pdf (11 Pages): This guide provides the
detailed instruction of end-user (non-Admins) access to the Hosting
Control Panel so that end-users may manage their email aliases,
passwords, etc.

Outlook 2007 — Features — How-To Guide

Click on the link to open a 52-page PDF Document:
MailStreet _Outlook2007_ Features HowToGuide.PDE for instruction on
Outlook 2007’s most used and useful features.

Other Support Resources

Both account Administrators and End Users should be able to access the Help
& Support menu option/link from the Hosting Control Panel. The Help &
Support page provides a number of links to other support resources such as
PDFs and video tutorials as customer self-help options.

MailStreet Live Support: 866-461-0851

Email Support: ClientSupport@MailStreet.com


www.apptix.com/support/mailstreet/exchange/MailStreet_Outlook2007_Features_HowTo Guide.pdf
www.apptix.com/support/mailstreet/exchange/MailStreet_HostingCP_End User.pdf
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GETTING STARTED: BlackBerry

BlackBerry is a proprietary wireless service that allows BlackBerry users to obtain their mailbox data wirelessly
to a BlackBerry device via the BlackBerry network. There are two forms of BlackBerry data services:

1) BlackBerry Internet Service (BI1S): Provides ONLY email service through your wireless carrier’s
network. The BIS email only service does NOT synch fully with your Outlook Profile and is typically
not “push” delivery of email.

2) BlackBerry Enterprise Service (BES): Synchronizes ALL of your primary Exchange mailbox
folders (Email, Contacts, Calendar, Notes, Tasks) through a BlackBerry Enterprise Server in “real
time”. This is the primary BlackBerry service provided by MailStreet to Exchange users and it
requires that the BES data plan be turned on for your cellular account by your wireless carrier.

BLACKBERRY ENTERPRISE ACTIVATION

After the BES service has been ordered for a User’s mailbox, the User will receive a “Welcome to BlackBerry”
email with instructions for connecting their mailbox to the BES server via the BlackBerry Enterprise Activation
which is to be performed on the BlackBerry handheld device itself. Make sure you have the BES data plan
activated on your wireless account before performing the BlackBerry Enterprise Activation. BES service
transmits more data—email plus CCNT—and is therefore a distinct data plan separate from the carrier’s default
BIS data plan. Contact your wireless provider to insure you are enabled with the BES data plan if you are
having issues with BlackBerry Enterprise Activation.

1. From your Home screen select “Options” (Icons may be different depending on theme)

2. Select “Advanced Options”

Options
About
d Options

AUto OnfOfT
AltoText
Bluetooth
Datef/Time
Language
Media Card
Mobile Metworls

Owner
Screen/Keyboard
Security Options

MailStreet Live Support: 866-461-0851

Email Support: ClientSupport@MailStreet.com
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3. Select “Enterprise Activation”

Options - Advanced

Applications
Browser
Browser Fush
Default Services

GFS

Host Routing Table
Service Book

SIM Card

TCF

4. Enter your email address and the password provided by your administrator

Enterprise Activation

Email: test@mtest.com
Password: %4

FIM: 22CBARIE
Status: Activated On Jun 25, 2008

Full Menu

After Entering in the email and password, push in your track wheel and select “Activate”. The device will
display:

e “Activating......” for one to five minutes before displaying

o “Verifying encryption. Encryption verified. Waiting for services...”

Activation typically takes from 30 minutes to one hour depending on what services and information the device
needs to sync. You will note that the screen fills with the services being downloaded. The activation IS NOT
complete when it displays that the email address has been activated (typically within the first few minutes).
The device will display 100% Activated when the BES Enterprise Activation is complete.

5. Access your Messages, Contacts, Calendar, etc. to review that your mailbox data has been synched to the
BlackBerry device.

IMPORTANT NOTE: Email MUST be flowing to the User’s Exchange mailbox in order to complete the Enterprise
Activation as the process uses email to kick off the activation:
e The device PIN is sent to the email address entered in step 4 above via email
e This email is sent to the Exchange mailbox and replicated on the BES server. The password entered in
step 4 above must match the password entered on the BES.
e If your mailbox is full, MX Records not pointing correctly, any other reason that email is not reaching
your mailbox, the BES Enterprise Activation will fail.

MailStreet Live Support: 866-461-0851 Email Support: ClientSupport@MailStreet.com



A Division of Apptix

.,
M@l_lStreet

BlackBerry BES Setup / Wiping a BlackBerry Device | Page 4 of 6

WIPING A BLACKBERRY DEVICE

It is not uncommon for companies to “swap” their BlackBerry devices between employees. Additionally, it is not
uncommon for an employee’s BlackBerry to stop communicating with the BES server. In either case, a
“security wipe” may be required prior to re-connecting the BlackBerry device to an Exchange mailbox using the
BlackBerry Enterprise Activation procedure.

NOTE: Do NOT “wipe” your device if you are not sure what you are doing as this will erase all of the data on
your BlackBerry device. If you have questions related to wiping your BlackBerry device please call our support

team.

To perform a security wipe on your BlackBerry device, do the following:

1. From your Home screen locate “Options”

2. Select “Security Options”

Options

Advanced Optons

Auto On/Off
AltoText
Bluetooth
Date/Time
Language

Media Card
Mobile MNetworl
Owwner
Screen/keyboard

Security Options

SM5 Text

MailStreet Live Support: 866-461-0851

Email Support: ClientSupport@MailStreet.com
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3. Select “General Settings”

Options - Security

General Settngs

Application Permissions
Certificate Servers
Certificates

Firewyall

Key Stores

Software Tokens

TLS

WTLS

4. From the General Settings screen press in the trackwheel and select “Wipe Handheld”

General Settings

Password: Disablec
Number of Password Attempts, 10
Security Timeout: 2 Min.
Help G II: Mo

Change Option i[o} Mo
wipe Handheld ked: MNo
verify Security Software Enabled

Call voice Mail Disabled
Save Strong
Switch Application res
Close

[l l=1

5. It may prompt you to also clear any Third Party applications. It is up to you to decide if you would like those
wiped as well.

General Settings

warning, all application |
4 G data will be lost!
| H Message service and

L | other services will be

Lot turned off.

Alle L]Include third party

Ca applications

Col
Si
Ir

Me ssoge—oocrgr o S TS
Frternricse MessAnes: [N Iminl=1

MailStreet Live Support: 866-461-0851 Email Support: ClientSupport@MailStreet.com
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6. Type in “blackberry” to confirm the wipe and then press in the track wheel to begin the process.

General Settings

Password: Disablec
Number of Password attempts: 10
Security Timeout; 2 Min,

po— g g —— L N U fo i ———— ] NO

Lo Enter "blackberry" to Mo

alc confirm handheld wipe. Mo

coll led

Content Protecton; Lrsanled
Strength: Strong
Include Address Boolk; Yes

Message Background Colours
Frfernrise Meosarnes: [l l=1

7. The wiping process can take up to 5 minutes and the device will reboot during the process. Once it has
completed and the device has fully booted you will be presented with the Set-Up Wizard. Obtain an
Enterprise Activation password from your Admin, and then follow the BlackBerry Enterprise Activation
procedures to re-connect the device to the BES server.

MailStreet Live Support: 866-461-0851 Email Support: ClientSupport@MailStreet.com
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